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Hybrid Cryptography for Cloud
Security: Methodologies and Designs

Sherief H. Murad and Kamel Hussein Rahouma

Abstract Cloud computing is a trending information technology applied for storing
and accessing information over the Internet. Probably, sensitive information is stored
on remote servers that are not managed nor controlled by the customers. There-
fore, potential attacks may be launched against stored information from either inside
the cloud service provider or outsider attackers. Cryptography is the fundamental
mechanism that provides enough level of security to the cloud. Hybrid cryptog-
raphy endeavors to enhance security and performance by integrating more than one
cryptographic algorithm. In our study, we conducted a survey on applied hybrid cryp-
tographic models for data security in the cloud between 2013 and 2020. We have
presented the design, the implementation methodology, limitations found, and the
suggested applications for each proposal. We finalized this paper with a comparison
summary table. We hope to make a scientific contribution to secure the cloud.

Keywords Cloud computing · Information security · Symmetric ciphers ·
Asymmetric ciphers · Hybrid cryptography

1 Introduction

Cloud computing is considered a new model for hosting and providing IT services
through the Internet. It allows access to a shared collection of computational resources
with minimal interactions with service providers [1]. Cloud services fall into three
main categories: software as a service (SaaS) like Gmail, platform as a service (PaaS)
like GoogleApp Engine, and infrastructure as a service (IaaS) like Microsoft Azure
[2].

Reducing the implementations and maintenance costs, flexibility and scalable
infrastructures, and high availability of well-performance applications have moti-
vated governments and individuals to move their data on the cloud servers. These
benefits are limited due to several issues concerning security [3, 4].
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Cryptography or secret writing could be utilized to provide confidentiality,
integrity, and availability to the data stored or accessed through the cloud. It trans-
forms plain data into unreadable or encrypted form to the unintended users. Both
encryption and decryption take place with an extra input called the key [5]. Mainly,
cryptography is divided into symmetric-key cryptography and public-key cryptog-
raphy [6]. Hybrid cryptography implies that two or more cryptographic mecha-
nisms are blended to enhance security. In this paper, we propose a survey study
of cryptographic algorithms applied to secure data on the cloud.

2 Literature Survey

Symmetric or secret-key cryptosystems utilize a single key in both encryption and
decryption phases. Communicating parties must share this key via a secure channel
before any encryption or decryption. An example of symmetric cryptosystems is the
data encryption standard (DES), triple-DES (3DES), blowfish, and advanced encryp-
tion standard (AES) [5]. On the contrary, asymmetric or public-key cryptosystems
utilize two keys; a publically shared key used in encryption, and the other is kept
private for decryption. The public key is sent over the network and not necessarily
over a secured channel, but the private key must be kept safe from disclosure. An
example of asymmetric cryptosystems is Rivest–Shamir–Adleman (RSA), ElGamal,
and digital signature algorithm (DSA) [6].

Symmetric and asymmetric cryptosystems have their advantages and disadvan-
tages. Secret key cryptosystems are fast but suffer the secret key exchanging. Public
key cryptosystems are secure and solve the key exchange problem but they are slow.
Therefore, in practices, hybrid cryptographic schemes, that is a combination of both,
are used to exploit the efficiency of symmetric-key algorithms and the simplicity of
asymmetric algorithms [4]. The main objective of this approach is to produce a more
secure, better performance, and robust algorithm than applying them individually.

A survey on different security issues related to cloud computing was presented by
Nigoti et al. [21]. They focused on solving these issues using hybrid cryptographic
algorithms and concluded that DES was easier to implement on the cloud than AES.
They used RSA and Diffie-Hellman to generate keys to be utilized with the symmetric
ciphers.

Another survey was conducted by Sajjan et al. [22] to analyze multilevel encryp-
tion used in cloud data security. After various ciphers have been investigated, they
implemented a two-layer encryption algorithm composed of DES and RSA ciphers.
Their study concluded that applying multilayer encryption provides more security
than single-level models.

A novel proposal by Sinchana and Savithramma [4] has examined different hybrid
cryptographic models and emphasized the design, implementation, and features
of these models. They have enhanced both security and efficiency via integrating
symmetric and asymmetric algorithms.
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3 Methodology

Hybrid cryptography is mainly categorized into two schemes: The first scheme uses
a symmetric algorithm to encrypt data and an asymmetric algorithm to encrypt the
secret key. The other scheme performs two layers of symmetric or asymmetric
encryption where data is double encrypted by applying either two consecutive
symmetric or asymmetric ciphers. Other researchers have applied encryption using
symmetric algorithms followed by asymmetric algorithms, both for data encryption,
then applied asymmetric algorithms to exchange the secret keys. Many studies used
to achieve data security on the cloud as described below:

Sengupta and Jeffrey [7] have proposed a hybrid model to secure cloud infrastruc-
ture based on combining Caesar and Vigenere algorithms [5]. In Fig. 1, the plaintext
is double encrypted using Caesar cipher. The resulting ciphertext is encrypted using
Vigenere cipher with a keyword then encrypted again but with the keyword reversed.
The decryption phase is the same as encryption but applied in reversed order.

Vishwanath and Aniket [8] have proposed a hybrid model to enhance data security
in the cloud, based on RSA and AES algorithms. As shown in Fig. 2, the data is
encrypted using AES then encrypted again using RSA. The system timing is used in
the key generation phase.

Fig. 1 Hybrid cryptographic
model proposed by Sengupta
and Jeffrey
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Fig. 2 Hybrid cryptographic
model proposed by
Vishwanath and Aniket

Fig. 3 Hybrid cryptographic
model proposed by
Atewologun et al.

Atewologun et al. [9] have proposed a hybrid model to provide secure transmis-
sion of data on the cloud by using AES and fully homomorphic encryption (FHE)
algorithms. As shown described in Fig. 3, the file is firstly encrypted using AES,
and the resulting ciphertext is encrypted using FHE cipher. The secret key is derived
from a passphrase provided by the sender.

Punam and Aruna [10] proposed a hybrid model to secure cloud storage using
AES, blowfish, RC6, and byte rotation algorithm (BRA) ciphers. In Fig. 4, data is
split into eight parts, each part is encrypted using a different cipher. Encrypted blocks
and secret keys are embedded into an image then uploaded to the cloud using the
least significant bit steganography [5, 6, 16].

Adviti and Jyoti [11] have enhanced cloud security using Blowfish and MD5
hybrid model. In Fig. 5, data is encrypted using blowfish cipher, and integrity is
provided with message digest 5 (MD5). Finally, encrypted parts and MD are uploaded
to the cloud.

Rohini and Sharma [12] have proposed a hybrid model to secure data over the
cloud, based on RSA and hashed message authentication code (HMAC) [5] ciphers.
As shown in Fig. 6, the data is encrypted using RSA cipher, and the HMAC is
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Fig. 4 Hybrid cryptographic model proposed by Punam and Aruna

Fig. 5 Hybrid cryptographic
model proposed by Adviti
and Jyoti

Fig. 6 Hybrid cryptographic
model proposed by Rohini
and Sharma
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generated to provide integrity. Both message digest and encrypted data are uploaded
to the cloud.

Salma et al. [13] have proposed a hybrid model to enhance cloud data security
based on blowfish and AES ciphers. As shown in Fig. 7, after a successful login, the
uploaded file is twice encrypted using dynamic AES (DAES) then blowfish. Secret
keys used are encrypted using blowfish. All encrypted data and keys are uploaded to
the cloud.

Sherief et al. [14] have proposed a hybrid model to enhance data security based on
blowfish, visual cryptography [15], and steganography. As shown in Fig. 8, data is
first encrypted using blowfish followed by visual cryptography, producing two shares.
These shares are then embedded into two images using LSB before transmission.

Fig. 7 Hybrid cryptographic
model proposed by Salma
et al.

Fig. 8 Hybrid cryptographic model proposed by Sherief et al.
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Fig. 9 Hybrid cryptographic model proposed by Shweta and Ashish

Shweta and Ashish [16] have proposed a hybrid model to secure data on the
cloud based on transposition and substitution algorithms. As shown in Fig. 9, the
input file is permuted using a primary secret key. Before uploading to the cloud,
another encryption is made using substitution cipher with a secondary secret key.
The auditor is responsible for generating the secret keys and sharing them between
the cloud users.

A proposal to secure robots on the cloud by Huili et al. [17] based on the hybrid of
RSA and MD5 ciphers. As shown in Fig. 10, data is first encrypted with RSA cipher.
Integrity is achieved via MD5. Finally, the encrypted data and message digest are
uploaded to the cloud.

Anuj et al. [18] introduced another hybrid model for cloud storage security
consisting of RSA and DES ciphers. As shown in Fig. 11, data is double encrypted
using RSA then DES cipher.

Another cloud storage security model was implemented by Shivam et al. [19]
consisted of AES, RC4 [6], and DES ciphers. As shown in Fig. 12, the original file

Fig. 10 Hybrid
cryptographic model
proposed by Huili et al.
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Fig. 11 Hybrid
cryptographic model
proposed by Anuj et al.

Fig. 12 Hybrid
cryptographic model
proposed by Shivam et al.

is broken into three equal chunks, and each will be encrypted using a distinct cipher.
Finally, encrypted parts are merge and uploaded to the cloud storage server.

A hybrid model consists of AES, 3DES [6], RSA ciphers combined with LSB
steganography was presented by Vinay et al. [20]. As shown in Fig. 13, two-layer
encryption is achieved via AES then 3DES ciphers. RSA cipher is employed to
encrypt secret keys. Finally, both encrypted file and keys are hidden into an image
using the LSB insertion method.

4 Comparison Between Proposed Models

A chronological summary of the studied hybrid models proposed from the oldest to
the most recent within the period from 2013 to 2020. In Table 1, we have presented a
comparison between the proposed models based on hybrid cryptography in terms
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Fig. 13 Hybrid
cryptographic model
proposed by Vinay et al.

of elements composing the model, features achieved, limitations, and suggested
applications for each proposal.

5 Conclusions

After studying all of the trending hybrid cryptographic models, we came up with
the conclusion that data security is the most considerable topic related to cloud
computing technology. To overcome security limitations, the integration between
symmetric and asymmetric cryptosystems is employed. By applying the hybrid of
different encryption algorithms such as DES, 3DES, AES, Blowfish, RSA, and SHA,
we would try to secure sensitive data on the cloud. Our study also concludes that
hybrid cryptography enhances the performance and adds more security levels to the
data compared to applying these algorithms individually. All of the examined studies
have benefits and some drawbacks. As a future direction, we aim to overcome these
drawbacks to enhance security and performance.
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Table 1 Summary of the trending studies based on hybrid cryptography

References Elements Features achieved Limitations
found

Applications

[7] Caesar and
Vigenere

• More security • Vigenere key
and message
must be equal
in length

• Caesar is not
secure

Cloud
infrastructure

[8] AES and RSA • Confidentiality,
integrity, and
reliability

• RSA has more
computations
cost

Cloud storage

[9] AES and FHE • Confidentiality,
integrity

• Malware attack
protection

• Not
compatible
with all cloud
services

Cloud storage

[10] AES, Blowfish,
RC6, BRA

• Less delay
(multithreading)

• Confidentiality,
integrity, and
authentication

• Secret keys
could be
compromised
or altered

Cloud storage

[11] Blowfish, MD5 • Confidentiality and
integrity

• MD5 is
adequately
secure

• Key
distribution
issue

Cloud storage

[12] RSA and HMAC • Confidentiality and
integrity

• RSA takes a
long time and
a large
memory size

Cloud storage

[13] DAES, and
Blowfish

• Brute force and
algebraic attack
protection

• Key
distribution
issue

• Encryption is
slow

File and web
servers—social
media programs

[14] Blowfish-Visual
Cryptography,
LSB

• Very secure
• Fingerprint

authentication
• Robust against

steganalysis

• Physical keys
distribution

• Almost used
for documents
files

Law
enforcement

[16] Permutation-
substitution

• More fast and efficient
than asymmetric-
Brute-force attack
protection

• Key
distribution
issue

• No
authentication

Cloud storage

(continued)
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Table 1 (continued)

References Elements Features achieved Limitations
found

Applications

[17] RSA and MD5 • Confidentiality,
integrity, and
authentication

• RSA
computations
cost

• MD5 is
adequately
secure

• RSA is not for
large files

Cloud intelligent
robot

[18] RSA and DES • Provide security to IoT
data

• DES is slow
and less secure

• RSA
computations
cost

• RSA is not for
IoT

IoT applications
on the cloud

[19] AES, RC4, and
DES

• It is better for bigger
file sizes

• More efficient
compared to AES
alone

• RC4 is
adequately
secure

• DES is not
secure enough

• Key
distribution
issue

Cloud storage

[20] AES, 3DES,
RSA, and LSB

• Higher security due to
double encryption

• Long
encryption
time

• 3DES is very
slow

Banking and
private sectors
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